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The school is a public authority and has a number of legal responsibilities for the
management of information.

This document is designed to provide a framework for both the school and its members

of staff to fulfill their duties around the collection, handling, storage, retention and
security of information.

Adopted by Queensbridge Primary School November 2021.
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The UK General Data Protection Regulations
and the Data Protection Act 2018

The UK General Data Protection Regulations is a UK law which is part of a wider package of
reform intended to modernise data protection laws.

The Data Protection Act 2018 (DPA 2018) was updated from the Data Protection Act 1998 to
protect the individual rights and freedoms of individuals, especially their right to privacy with
respect to the processing of personal data. DPA 2018 and GDPR builds on this legislation,
enhancing information rights for the public and placing a much greater emphasis on
organisations being able to show how they comply with the data protection principles, for
example by having effective policies and procedures in place, and documenting and by
demonstrating their accountability.

GDPR applies to all personal data, regardless of whether it is held electronically (on a computer
system, in emails, in text messages etc.) or on paper. There are particularly stringent rules
surrounding “special category” data (similar to 'sensitive' data in the Data Protection Act 2018)
such as pupil identifiers, pupil characteristics, special educational needs, health, religious beliefs,
ethnic background, home address and biometric data. In addition, GDPR explicitly states that
children’s personal data merits specific protection.

GDPR also introduced new responsibilities around the collection and use of pseudonymised
personal data (data where any identifying characteristics have been replaced with a pseudonym
(or value) that means that the data subject cannot be directly identified, but they can be
identified by indirect means such as using underlying or related data. For example: where an
individual is allocated a client reference which is used instead of their name.)

As the UK GDPR and DPA 2018 complement each other it is important that they are read side
by side.

Queensbridge Primary School is registered with the Information Commissioner’s Office as a
Data Controller and aims to fulfil its obligations to the fullest extent and to comply with the six
data protection principles set out in the GDPR which require that personal data is:

Processed lawfully, fairly and transparently

Collected for a specified, explicit and legitimate purpose

Adequate, relevant and limited to what is necessary (ie: proportionate) for the purpose
it is being processed

Accurate and kept up to date, with every reasonable step taken to erase or rectify
inaccurate personal data without delay

Held in a form that means the data subject can be identified for only as long as is
necessary for the purpose for which the personal data is processed

Processed in a manner that ensures appropriate security of the personal data
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Processing Personal Data

Before processing personal data the school will first identify a legal basis for doing so. When
processing special category data the school will also satisfy one of the special category
conditions.

Details of the legal bases, special categories of data and the special category conditions can be
found in Appendix 1.

Privacy Notice - Fair Processing of Data

Under principle 4 of the GDPR, the school has a duty to check that children, parents and carers
information is accurate and up to date. It fulfils this by sending out a data collection form to
parents/carers on an annual basis. The school also has a privacy notice (available on the school
website) which outlines to the parent/carer:

What information is held

Why the information is held

How long the information is held

Who the information is shared with

How children, parents and carers can access the information which is held about them

The school also has a duty to check that staff information is accurate and up to date. It fulfils this
by asking staff to notify any changes in personal information to the HT/SBM. The school also
has a privacy notice (available on the school website and displayed in the staffroom) which will
outline:

What information is held

Why the information is held

How long the information is held

Who the information is shared with

How staff can access the information which is held about them

Consent

Consent is one of the legal bases available to the school, although this will only be used where
there is no other legal basis available.

Where the school is relying on consent to process personal data, this will be proactive, made
clear to the data subject and will be separate from other matters. It will also be made clear that
consent can be withdrawn at any time and the method to do so will be clear and accessible;

it will be as easy to withdraw consent as it was to give consent.

If consent is withdrawn, the school will immediately cease processing the personal data.
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There are additional provisions within GDPR regarding securing consent from children. When
offering an online service directly to a child, only children aged 13 or over are able provide their
own consent. For younger children, consent would need to be provided by whoever holds
parental responsibility for the child (unless the online service offered is a preventive or
counselling service). In such cases, the school will make reasonable efforts to verify that
consent is given or authorized by a parent or guardian.

The Data Protection Officer for Queensbridge Primary School is Shane Williams
(Global Policing).

Information Security

Under principle 6 of the GDPR, the school has a duty to ensure that data is handled securely. To
fulfil its obligations under the act and to comply with Cabinet Office guidelines outlined in “Data
Handling Procedures in Government” the school will adopt the following to maintain data security

Users may not remove or copy sensitive or personal data from the school or authorised
premises unless the media is encrypted and is transported securely for storage in a secure
location.

When data is required by an authorised user from outside the school premises (for example, by
a teacher or student working from their home or a contractor) they must have secure remote
access to the management information system (MIS) or learning platform.

Users must protect all portable and mobile devices, including media, used to store and transmit
personal information using approved encryption software.

Sensitive or personal data must be securely deleted when it is no longer required.

Computer passwords should not be disclosed or shared between users

Files and paperwork that identifies individuals must never be left unattended and must be stored
in locked cabinets within a controlled access room that must be locked when not in use

All staff processing personal information should be appropriately trained
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The school will use a protective marking scheme to ensure that all data — electronic or on paper -
is labelled according to the protection it requires based on Impact Levels:

Impact level Colour | Memory | Example
Code | stick?

ILO—Not Protectively Yes Newsletters, public information

Marked

IL1- Unclassified Yes Generic letters to parents containing no
personal data

IL2-PROTECT No Basic student information such as name and
address

IL3—Restricted No Sensitive Student information such as

ethnicity or FSM status
No Highly sensitive student data relating to child
protection

Information Asset Register and Record of Processing Activity

IL4-Confidential

An information asset register will be compiled and kept up to date. This will summarise each
information asset the school maintains and include a record of activities related to higher risk
processing such as processing personal data that could result in a risk to the rights and freedoms
of individuals, and the processing of special category data, or criminal convictions / offences.

Appropriate measures will be taken to mitigate the risk of disclosure of each information asset
based on the impact level assigned.

The information documented in the information asset register must reflect the current situation as
regards the processing of personal data and therefore will be regularly reviewed to ensure that it
remains accurate and up to date.

Data Protection Impact Assessments

In order to ensure that all data protection requirements are identified and any associated risks
are addressed, the school will complete a Data Protection Impact Assessment (DPIA)
(previously known as a privacy impact assessment (PIA)) when introducing a new, or revising
an existing, system or process which involves processing personal data.
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Data Protection Officer

As a public authority, the school has a duty under The Data Protection Act 2018 to appoint a
Data Protection Officer to assist with monitoring internal compliance, inform and advise on the
school’s data protection obligations and provide advice regarding Data Protection Impact
Assessments (DPIAS).

The DPO will be independent, an expert in data protection, adequately resourced, and report to
the highest management level.

Incident Reporting

GDPR introduced a legal duty to report certain types of personal data breach to the Information
Commissioner’s Office (ICO); this must be done within 72 hours of the school becoming aware
of the breach, where feasible, even if all details of the breach are not yet known.

In addition, the school is required to inform the data subjects of the breach without undue delay
if it is considered that there is a high risk of the breach adversely affecting their rights and
freedoms.

In order to meet these requirements, any suspected and/or actual breaches of information
security will be reported to the school's Data Protection Officer immediately, and in any event
within 24 hours of the school becoming aware of the breach.

Records will be maintained of any suspected breaches of information security using this form.
The details of the incident will be used to determine whether the breach requires a report to the
ICO and/or the data subjects, and, following investigation, to create a correctional plan to
ensure that a similar incident does not happen.

Record Retention

The school maintains a records management policy which details compliance with the
Lord Chancellor's Code of Practice which can be found here:
http://www.justice.gov.uk/downloads/information-access-rights/foi/foi-section-46-code-of-

practice.pdf
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This retention schedule is based on guidance from the records management society:
http://www.irms.org.uk/images/resources/infoguides/records_management_toolkit for schools version 4 may 2012.pdf

It encompasses records managed by all types of school — some of the file descriptions listed
may not be relevant to every school.

Regarding documents marked as offer or transfer to Archive, it would be the school’s
responsibility to contact Bolton Archives service on 01204 333173 or e-mail
libraries@bolton.gov.uk

**Please note that retaining documents beyond their retention or transfer dates may breach
principle 5 of the DPA 2018.

The Right to be Forgotten

Under GDPR individuals have the right to have personal data erased, this is also known as the
‘right to be forgotten’. There is a particular emphasis on the right to erasure if the request
relates to data collected from children. The right to be forgotten is not absolute and only
applies in certain circumstances.

An individual can make a request for data to be erased either verbally or writing. The school
will respond to such requests within 1 calendar month to advise of its decision and will provide
a clear justification if it refuses the request.

If personal data which the school has shared with others is erased, the school will inform each
recipient of the erasure, unless this proves impossible or involves disproportionate effort.

Disclosure of personal information

Personal information will be disclosed to 3™ parties under the following conditions:
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Information sharing with professionals working with children

Information sharing between professionals is vital to ensure the wellbeing of Children. The
school will follow the “7 golden rules of Information Sharing” described by the DfE:

Remember that GDPR is not a barrier to sharing information
Be open and honest with the person or family

Seek advice if you are in any doubt

Share with consent where appropriate

Consider safety and well-being

Necessary, proportionate, relevant, accurate timely, and secure
Keep a record of your decision and reasons

NoakswNE

https://www.gov.uk/government/uploads/system/uploads/attachment data/file/277834/informatior

sharing quidance for practitioners and managers.pdf

Unauthorised disclosure of personal data is a criminal offence under Section 55 of the Data
Protection Act 2018 and will likely lead to disciplinary action

Investigation of a crime

The school will treat requests for information from an official bodies related to criminal or taxation
purposes under the Data Protection Act 2018. The school requires the requestor to complete
the Request for personal data form.

Requests from the police will be countersigned by a person no lower than inspector. For
requests from other organisations other than the police, the form will be countersigned by a

person of a higher position within the organisation than the person making the request.

Generally, the school reserves the right not to release the data but there may be situations
such as the receipt of a court order that requires the school to release the information.

Access to Pupils’ Records
There are two distinct rights to information held by schools about pupils.

1. Subject Access Right — under The GDPR a pupil has the right to a copy of their
2. information; this type of request is a Subject Access Request (SAR). In certain

circumstances requests may be made by a parent on behalf of the child.

3. Rights to the educational record — under the Education (Pupil Information) (England)
Regulations 2005, a parent has the right to access their child’s educational record.
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Subject Access Requests — a child or young person will always be the owner of their personal
information as defined within the GDPR. However, if a young person is incapable of making
their own decisions, which needs to be assessed on a case by case basis, but is generally
accepted as being under the age of 12 years, the primary carer or guardian would act on their
behalf. This authority is only extended to functions that are in the best interests of the child or
young person.

The school will respond to the request within 1 calendar month of receipt; this may be extended
by up to 2 further calendar months if a request is complex, in which case the school will contact
the requester within 1 calendar month of receipt and explain why the extension is necessary.

Education (Pupil Information) (England) Regulations 2005 — requests from parents to view their
child’s educational record will be dealt with by the Board of Governors. The request must be
made in writing and a response must be provided within 15 school days.

The pupil cannot prevent a parent from accessing their educational record under the Pupil
Information Regulations, but they can object to their parent accessing information through a
Subject Access Request, assuming that the child in question is sufficiently mature to make such
a decision.

The Protection of Freedoms Act 2012

The Protection of Freedoms Act was introduced in February 2011 and came into force on

9th May 2012 with the commencement orders coming into force in July 2012. It is an Act to
impose

consent and other requirements in relation to processing of biometric information relating to
children, to provide a code of practice about surveillance camera systems amongst other things.

CCTV AND OTHER SURVEILLANCE CAMERA TECHNOLOGY

CCTV surveillance has become a common feature of our daily lives and now there is an
increasing use of these in and around educational settings. Information held by the school is
covered under GDPR; capture of CCTV must be in line with relevant codes of practice including
the Surveillance Camera Code of Practice issued by the Surveillance Camera Commissioner,
available here: https://www.gov.uk/government/publications/surveillance-camera-code-of-practice

and the CCTV Code of Practice issued by the Information Commissioner’s Office, available
here:https://ico.org.uk/media/for-organisations/documents/1542/cctv-code-of-practice.pdf

Recorded material will be stored in a way that maintains the integrity of the image. Once there is
no reason to retain the recorded images, they will be deleted.

In area where CCTYV surveillance is being carried out there will be clear markings to reflect this.
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Subject access requests for CCTV images

Individuals whose images are recorded have a right to view the images of themselves and,
unless they agree otherwise, to be provided with a copy of the images. This will be provided
within 1 calendar month of receiving a request.

BIOMETRIC DATA

Biometric technologies are those which automatically measure people’s physiological or
behavioural characteristics. Examples include automatic fingerprint identification, iris and retina
scanning, face recognition and hand geometry, and their use is becoming increasingly popular
in educational settings.

Under The Data Protection act 2018 Biometric Data which is used to identify an individual (e.qg.
finger-prints, iris recognition) is classed as special category data and as such the school must
satisfy a special category condition in addition to the legal basis when processing the data.

A Data Protection Impact Assessment should be carried out to ensure that the special category
condition is met and that all risks are identified and mitigated.

Before the first processing of a child’s biometric information, the school will notify each parent of
the child:

e Of its intention to process the child’s biometric information
e That the parent may object at any time to the processing of the information.

Schools must comply with data protection principles and additional requirements in sections 26
to 28 of the Protection of Freedoms Act 2012 in order to use Biometric Technologies.
The school needs to ensure that

a) each parent of a child is notified of the school’s intention to use the child’s biometric data
b) written consent of at least one parent must be obtained before the data are taken from
c) the child
d) In no circumstances can a child’s biometric data be processed without written
consent.
The school is not required to notify a parent, or obtain the consent of a parent, if the school is
satisfied:

a) The parent cannot be found

b) The parent lacks capacity (within the meaning of the Mental Capacity Act 2005) to
c) object or consent (as the case may be) to the processing of the child’s biometric

d) information

e) The welfare of the child requires that the parents is not contacted

f) Itis otherwise not reasonable practicable to notify the parent or (as the case may be)
g) obtain the consent of the parent.

Page 11 of 16 Queensbridge Primary School Information Management Policy Nov 2021




Disclosure of non - personal information / FOI Requests

The school as a public authority is subject to The Freedom of Information Act 2000 and all
requests for information that is not personal information must be treated as a Freedom of
Information request. FOI requests must be fully responded within 20 (school) working days by
law. The information will be provided unless the school can provide an exemption under the
FOI act

A more detailed guide to FOI exemptions is here:
https://ico.org.uk/media/for-organisations/documents/1642/quide to freedom of information.pdf

Roles and Responsibilities

The senior information risk owner (SIRO) for the school is Mrs L Chapman (Deputised by Mrs G

Owens)
The Chief Privacy Officer for the school is Mrs D Crier.

They are responsible for:

Owning and updating this policy
Owning the information risk register
Appointing Information Asset Owners (IAOs) for each Information Asset
e Advocating information risk management and raising awareness of information security
issues
e After liaising with the Data Protection Officer, determining whether a security incident is of
sufficient severity to report to the Information Commissioner’s Office, and if the risk of
adverse impact on the data subject(s) is such that they should be notified

The Data Protection Officer for the school is Shane Williams (Global Policing).
They are responsible for:

¢ Informing and advising on the school’s obligations to comply with The Data Protection act
2018.

e Monitoring compliance with GDPR and The Data Protection act 2018.

e Monitoring compliance with the school’s data protection policies and procedures, including
managing internal data protection activities, raising awareness of data protection issues,
training staff and conducing internal audits

e Advising on and monitoring Data Protection Impact Assessments

e Acting as first point of contact for individuals whose data is process (pupils, parents,

employees etc) and for the Information Commissioner’s Office, and any other relevant

supervisory authorities.
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Information Asset Owners are responsible for:

Ensuring the information is used for the purpose it was collected
How information has been amended or added to over time
Who has access to protected data and why

All staff are responsible for ensuring that information is managed according to this policy,

Signed on behalf of the Governing body:

Signed Date

Chair of the Governing body
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Appendix 1

Processing Personal Data: Legal Basis, Special Category Data and Special
Category Conditions

Legal Basis: The lawful bases for processing are set out in Article 6 of the UK-GDPR. At least
one of these must apply whenever you process personal data:

a)
b)

c)

d)

e)
f)
9)

h)

)

k)

Consent: the individual has given clear consent for you to process their personal data
for a specific purpose.

Contract: the processing is necessary for a contract you have with the individual, or
because they have asked you to take specific steps before entering into a contract.

Legal obligation: the processing is necessary for you to comply with the law

(not including contractual obligations).
Vital interests: the processing is necessary to protect someone’s life.

Public task: the processing is necessary for you to perform a task in the public interest

or for your official functions, and the task or function has a clear basis in law.

Legitimate interests: the processing is necessary for your legitimate interests or the
legitimate interests of a third party unless there is a good reason to protect the

individual's personal data which overrides those legitimate interests. (This cannot apply

if you are a public authority processing data to perform your official tasks.)

Special Category Data: The Data Protection Act 2018 identifies that some information is
particularly sensitive and therefore needs extra protection:

Racial or ethnic origin

Political opinions

Religious or philosophical beliefs

Trade union membership Health

Sexual life or orientation

Genetic data (e.g. blood samples DNA)

Biometric data to identify an individual (e.g. finger-prints, iris recognition)
Financial information
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Special Category Conditions: Under UK GDPR if you are processing special category data
you need to meet a special category condition in addition to the legal basis identified above.
The special category conditions are:

The data subject has given explicit consent

Necessary to protect the vital interests where the data subject is physically or legally
incapable of giving consent

Required for exercising rights in the field of employment and social security or social
protection

Processing is carried out by a foundation or not-for-profit body in the course of its
legitimate activities

Necessary to process legal claims

Necessary for archiving statistical or historical research which is in the public interest
Necessary for reasons of substantial public interest on the basis of UK law which shall be
proportionate to the aim pursued.
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Data relating to criminal convictions or offences: Under The GDPR, information relating
to criminal convictions (includes all DBS checks even if they show no convictions/offences)
can only be processed process if you are doing so in an official capacity or have specific legal
authorisation to do so.
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